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Project Summary 
Project Scope 

Project 
Name 

Repository (link) 
Latest 
Commit Hash 

Initial Commit 
Hash 

Platform 

silo-contr
acts-v2 

https://github.com/silo-
finance/silo-contracts-
v2/tree/develop/silo-co
re   
 

3db357d 8b56c53 EVM 

Project Overview 

This document describes the specification and verification of silo contracts v2  using the Certora Prover 
and manual code review findings. The work was undertaken from March 31st to April 7th 2025 

The following contract list is included in our scope: 

silo-core/contracts/* 
 

The Certora Prover demonstrated that the implementation of the Solidity contracts above is correct with 
respect to the formal rules written by the Certora team. In addition, the team performed a manual audit of all 
the Solidity contracts. During the verification process and the manual audit, the Certora team discovered bugs 
in the Solidity contracts code, as listed on the following page. 

 

Please note that a few more formal rules are not included in this report, as they were proven with an 
unreleased version of the Certora Prover. Once those rules are proven on a released version of the Certora 
Prover, we will add them to the next version of this document. 

Protocol Overview 

Silo is a lending protocol between two assets. Each silo holds two assets that can be used as 
collateral to debt from either asset. Each half of the silo uses three share tokens to manage the 
debt, collateral and protected collateral of each user. Shares can be traded and are a wrapped 
ERC20  

​ 3 

https://github.com/silo-finance/silo-contracts-v2/tree/develop/silo-core
https://github.com/silo-finance/silo-contracts-v2/tree/develop/silo-core
https://github.com/silo-finance/silo-contracts-v2/tree/develop/silo-core
https://github.com/silo-finance/silo-contracts-v2/tree/develop/silo-core
https://github.com/silo-finance/silo-contracts-v2/commit/3db357d671e7fd3a6e591834e1d5b5054e950bb0
https://github.com/silo-finance/silo-contracts-v2/tree/8b56c53e36154a95b037143789aecc993b170738
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Findings Summary  

The table below summarizes the findings of the review, including type and severity details. 
 

Severity Discovered Confirmed Fixed  

Critical - - - 

High - - - 

Medium 1 1 1 

Low 1 1 1 

Informational 3 2 - 

Total 5 4 2 

 

Severity Matrix 

Impact 

High Medium High Critical 

Medium Low Medium High 

Low Low Low Medium 

  Low Medium High 

  Likelihood 
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Detailed Findings 
 
 

ID Title Severity Status 

M-01 Delpoyer can deny DAO funds 
through revert on transfer. 

Medium Fixed.  

L-01 getCollateralAmountsWithInter
est might underflow for huge 
total collateral assets. 

Low Fixed. 
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Medium Severity Issues 

M-01 Delpoyer can deny DAO funds through revert on transfer. 

Severity: Medium  Impact: High Likelihood: Low 

Files:  
Actions.sol 
 

Status: Fixed.  

 

Description: The fix in PR-1086 does not adequately fix the issue raised by cantina #33. 

The fix was to use OpenZepplin Address FunctionCall, which can still revert in transfer.   

Recommendations: Wrap the `safeTransfer()` call that sends tokens to the `deployerFeeReceiver` 
in a `try-catch` block. Upon successful execution, proceed as normal. If the call fails, catch the 
revert and execute the `catch` block to send the `deployerFeeReceiver`'s fees to the DAO. 

Customer’s response: Properly fixed on PR#1176. 

 

 

 

 

 

 

​ 6 

https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/utils/Address.sol#L62
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Low Severity Issues 

 

L-01 getCollateralAmountsWithInterest might underflow for huge total collateral 
assets. 

Severity: Low Impact: Medium Likelihood: Low 

Files:  
SiloMathLib.sol 
 

Status:  Fixed.  

 

Description: 

If the _collateralAssets is equal to max uint256 the collateral amount with interest will 
underflow. 

 

Recommendations: Add a check to make sure such an underflow is not possible. 

Customer’s response: Properly fixed on PR#1159. 
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Informational Issues 

I-01. Self Transfer of Share tokens might lead to unintended rewards, or interaction with 
hooks. 

Description: Usually custom wrapping of ERC20 tokens block self transfer of tokens (where 
sender and receiver are the same address) to block potential issues with how hooks and rewards 
mechanisms are interfacing and incentivising interactions with the protocol.  
 
Recommendation: Block the ability to transfer to the same address as the sender. 
 
Customer’s response: Acknowledged.. 
 

I-02. Adding nonReentrant to liquidationCall might not fully solve the double liquidation 
issue in the future. 

 
Note: Currently this issue is not present in the code, the suggested recommendation is to future 
proof the contract against possible hard to find edge cases in the future. 
 
Description: Currently adding nonReentrant to liquidation call solves the issue raised. In the 
future if any other contract interfacing with Silo has interaction with the solvency of a specific 
user, this reentrancy attack might still be active.  
 
Recommendation: Maintain the locking cross contract reentrency guard. And write an 
“unsafe_repay” function that would be identical to the “repay” but without acquiring the locks. 
This would allow liquidationCall to maintain reentrency isolation. 
 
Customer’s response: Acknowledged would not fix. 
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I-03. applyFractions uses the pre-interest debt to check if additional accrument is 
necessary.  

 
Note: This finding is still under active investigation; it's in this report to maintain clarity. 
Note 2: Further investigation led to potential missed rewards. Impact analysis yielded that the 
missed rewards are significantly small and can be ignored. 
 
Description: applyFraction might accrue additional fractional interest on debts that don’t need 
that additional accrument, that might lead to issues with the math of how fractions are 
calculated.  
 
Recommendation: Develop a Unit / Formal test to make sure that the math does not break on 
edge cases.   
 
Customer’s response: Acknowledged no issue. 
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Formal Verification 
Verification Notations 

Formally Verified 
The rule is verified for every state of the 
contract(s), under the assumptions of the 
scope/requirements in the rule. 

 

Formally Verified After Fix 
The rule was violated due to an issue in the 
code and was successfully verified after 
fixing the issue 

 

Violated 
A counter-example exists that violates one 
of the assertions of the rule.  

 

 

General Assumptions and Simplifications 

●​ We work with objects inherited from the original contracts. In the inherited objects we add 
more view methods, flags, etc. In cases where it was not possible to collect the required 
information via the inherited object, we modify the original. E.g. we added flags to keep 
track whether some internal function has been called or not.  These modifications don’t 
affect the functionality of original contracts. 

●​ We replaced some functions with equivalent CVL implementations. Notably mulDiv and 
most methods in SiloConfig. This speeds up the verification process. ​
When possible, we used a simplified version of SiloMathLib.convertToAssets, 
SiloMathLib.convertToShares and InterestRateModelV2.getCompoundInterestRate. These 
overapproximate the originals, meaning that when a property is verified using the 
simplified method, it is also verified for the original implementation. 

​
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Formal Verification Properties 

Silo 

Module General Assumptions  
-​ Any loop was unrolled to two iterations. 
-​ The quoted price of any token, from any oracle, can either be 0.5, 1 or 3. 
-​ We use basic standard ERC20 token implementations for the underlying Silo tokens. 
-​ The sum of collateral assets never overflows, and neither the sum of assets and underlying 

token balances. 
-​ “Actors” are excluded from being Silo contracts. 

 
Module Properties 
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P-01. Integrity of state-changing methods 

Status: Verified  

Rule Name Status Description  Link to rule report 

HLP_integrityOfBorrow 
HLP_integrityOfBorrowSame 
HLP_integrityOfDeposit 
HLP_integrityOfMint 
HLP_integrityOfBorrowShares 
HLP_integrityOfRedeem 
HLP_integrityOfWithdraw 

Verified The methods update the state 
as expected. 
 

Report 

https://prover.certora.com/output/1000000000/2e743dbbf324472fae8ba4866e331bbd/?anonymousKey=bcb006a756f23a3677eec8269c4bb59272dfaec7
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P-02. Methods only affect the expected users 

Status: Verified  

Rule Name Status Description Link to rule report 

HLP_BorrowDoesntAffectOthers 
HLP_BorrowSameAssetDoesntAffectOthers 
HLP_BorrowSharesDoesntAffectOthers 
HLP_DepositDoesntAffectOthers 
HLP_MintDoesntAffectOthers 
HLP_RedeemDoesntAffectOthers 
HLP_RepayDoesntAffectOthers 
HLP_RepaySharesDoesntAffectOthers 
HLP_transitionCollateralDoesntAffectOthers 

Verified Balances of all users are 
unaffected by the method 
except for msg.sender and 
the users specified in 
methods parameters. 

Report 

P-03. The protocol doesn’t deny access to any user. 

Status: Verified  

Rule Name Status Description  Link to rule report 

RA_anyone_may_deposit 
RA_anyone_may_repay​
RA_deposit_recipient_is_not_restricted 

Verified Any user may deposit in favor 
of anyone. Any user may 
repay anyone’s debt. 

Report 

https://prover.certora.com/output/1000000000/a5757ddd53c94141a37d0c3d13b2c4ed/?anonymousKey=92bad82c5ac67dd4f41659a15eb6ae0b791dd987
https://prover.certora.com/output/1000000000/3e8f1c618acd442da43c71227b6f5da4/?anonymousKey=f06dd1b917b965471218a0242c63aff891839984
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P-04. Only specified methods may change important variables 

Status: Verified 
 
 

Rule Name Status Description  Link to rule report 

noAccountCha
ngesBeforeAcc
rue 

Verified No external method changes the balance of any Silo 
token for any user without calling 
AccrueInterestForAsset first. 

Report  

onlyAccrueCan
ChangeVars 

Verified Only AccrueInterestForAsset can change 

daoAndDeployerRevenue 

Report  

P-05. Risk assessment properties 

Status: Verified 
 
 

Rule Name Status Description  Link to rule report 

RA_Silo_repay
_all_shares 
 

Verified A user has no debt after being repaid with max 
shares amount 

 

Report 

PRV_user_asse
ts_invariant_un
der_accrual_int
erest 

Verified Any user shares value (converted to underlying 
assets) doesn’t change when calling accrueInterest 
from both Silos. 

Report 

PRV_LtV_invari
ant_under_accr
ual_interest 

Verified The LtV of any user doesn’t change when calling 
accrueInterest() from both Silos. 

Report 

https://prover.certora.com/output/1000000000/dffe095682da4b37b2cac96211e83353/?anonymousKey=ab9b809ed0eeaacbdc2d6b9710f269dafab1ffe1
https://prover.certora.com/output/1000000000/dffe095682da4b37b2cac96211e83353/?anonymousKey=ab9b809ed0eeaacbdc2d6b9710f269dafab1ffe1
https://prover.certora.com/output/6893/9aa6677fe37744129dc3e4dcea87504c/?anonymousKey=f6694e5f38b183f512ddf3aeee331f44467214f8
https://prover.certora.com/output/6893/48716d879d974cd3ae0d7b84737bfff4/?anonymousKey=441f176c2bc0aa86929875b9151e3ad07280b82e
https://prover.certora.com/output/6893/48716d879d974cd3ae0d7b84737bfff4/?anonymousKey=441f176c2bc0aa86929875b9151e3ad07280b82e
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solventAfterSwi
tch 

Verified User is solvent after switchCollateralToThisSilo() Report 

P-06. Integrity of preview_and max_ methods  

Status: Verified 
 
 

Rule Name Status Description  Link to rule report 

maxWithdraw_
noGreaterThan
Liquidity 

Verified The result of maxWithdraw() should never be more 
than the liquidity of the Silo. 

Report 

HLP_MaxDepos
it_reverts 
 

Verified Trying to deposit more than the result of 
maxDeposit always reverts. 

Report 

HLP_PreviewB
orrowCorrectne
ss 

Verified PreviewBorrow must overestimate the debt shares 
received. 

Report 

HLP_PreviewB
orrowSharesCo
rrectness 

Verified PreviewBorrowShares must underestimate the 
assets received. 

Report 

https://prover.certora.com/output/1000000000/4924909fd0c840d4b06d838321909299/?anonymousKey=459c55ebb4854f69bd3ecc17bf99ac3526cbe1fc
https://prover.certora.com/output/1000000000/72a0a57762a745b49aac91aa2ce2667d/?anonymousKey=01bc11d112929ab42182106b26641cfc6294b10d
https://prover.certora.com/output/1000000000/2c940ad972ad46ff8f7dd7ab03de2930/?anonymousKey=31c091d733a723eaea9ffe5aea60fdcb1dfe54fa
https://prover.certora.com/output/1000000000/30201029dcc747b8b907d600bc386ec5/?anonymousKey=cc33931a2dd5fe05ac6a668cc85b63e55776c7c0
https://prover.certora.com/output/1000000000/d23244e4f01b414eaa4e3a0c6b9a5a1f/?anonymousKey=b6cd9bdce39b09d0c3b9b14dd01d04492e1356da
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P-07. Customer suggested properties  

Status: Verified 
 
 

Rule Name Status Description Link to rule 
report 

accrueInterest_
idempotent 

Verified accrueInterest() calling twice is the same as calling 
once (in a single block). 

Report 

solventChecke
d 

Verified Solvency checked on the correct user on any change 
that implies more debt. 

Report, Report 

transferWithCh
ecksAlwaysOn 

Verified The flag transferWithChecks is always on at the  end of 
all public methods  

Report, Report 

borrowerCollat
eralSilo_neverS
etToZero 

Verified if borrowerCollateralSilo[user] is set from zero to 
non-zero value, it never goes back to zero 

Report 

noDebtInBothSi
los 

Verified It’s not possible to have debt in both Silos. Report, Report 

accrueInterestC
onsistency 
 

Verified accrueInterestForBothSilos() is equal to calling 
silo0.accrueInterest() and silo1.accrueInterest() 

 

Report 

 Implied 
repay() any user that can repay the debt should be able 
to repay the debt. Implied by RA_anyone_may_repay 

 
 

 Implied 
repay() any other user than the borrower can repay. 
Implied by RA_anyone_may_repay 

 
 

 Implied 
repayShares() should reduce only the debt of the 
borrower. Implied by 
HLP_repaySharesDoesntAffectOthers 

 

 Implied 
repay() should reduce only the debt of the borrower.  
Implied by HLP_repayDoesntAffectOthers  

 Implied 
borrowShares() should always increase debt shares of 
the borrower. Implied by HLP_integrityOfBorrowShares. 

 
 

https://prover.certora.com/output/1000000000/f3d79e1dac7046938b75c50071bd5d70/?anonymousKey=6ac0d7ea6343ed49cfba3fb264fa3094364b92b4
https://prover.certora.com/output/1000000000/f044573ffb09465dbefb303ba265920a/?anonymousKey=6b8b7b1d4ac75071cc0e57bbbc1609b92e7e6ac9
https://prover.certora.com/output/1000000000/4b0bf75128eb411b8a098569c3e1bf3d/?anonymousKey=ff61f76ffe408022db9b8c886afb4a9ef1eae642
https://prover.certora.com/output/1000000000/b4d4fd1ce4124f8eb73713400ea5c0b0/?anonymousKey=13411da49cbaef8e0b46cebee96b8e23d471ec7b
https://prover.certora.com/output/1000000000/4b0bf75128eb411b8a098569c3e1bf3d/?anonymousKey=ff61f76ffe408022db9b8c886afb4a9ef1eae642
https://prover.certora.com/output/1000000000/3faa2e8b8a3c4d93bd742f4607d30dcd/?anonymousKey=75b4356d388fb38ed2b09459969357a160008a87
https://prover.certora.com/output/1000000000/57e99a43770f4b78bfd9c5826d37841b/?anonymousKey=7b59390d748b9beaae010932eac0242e6abe938f
https://prover.certora.com/output/1000000000/9e24154c7208429189c68f9173aea51a/?anonymousKey=28e465e66290676bd1fcb257c3c3b1b62bff78e6
https://prover.certora.com/output/1000000000/6424b651450241f79d838bee46c32010/?anonymousKey=36a9c30f4bcaa217a20a19a2004e10cade11e5ca
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 Implied 
borrowShares() should always increase the balance of 
the receiver. Implied by HLP_integrityOfBorrowShares.  

 Implied 
borrow() should always increase debt shares of the 
borrower. Implied by HLP_integrityOfBorrow 
 

 

 Implied borrow() should always increase the balance of the 
receiver. Implied by HLP_integrityOfBorrow  

P-08. Reentrancy guard integrity 

Status: Verified 
 
 

Rule Name Status Description  Link to rule report 

RA_reentrancy
GuardStaysUnl
ocked 

Verified Reentrancy guard stays unlocked after every public 
method call. 

Report 

RA_reentrancy
GuardStatus_c
hange 

Verified After any call from a non-privileged address the 
status of reentrancy guard either stays 1 or stays 
greater than 1.  

Report 

RA_reentrancy
GuardChecked 

Verified Every public method checks (loads) the reentrancy 
guard 

Report 

https://prover.certora.com/output/1000000000/8d449e99e1fa4b9e8cb38bf645546b65/?anonymousKey=c20f14e744e2f176329a56e4735776aeb913bf88
https://prover.certora.com/output/1000000000/26c50edd71f74c07895d59cab34ee97f/?anonymousKey=e627a28eda1dd61c4be46c09a97bc1c14a29e9f0
https://prover.certora.com/output/1000000000/932f0781301949668840ead174183e68/?anonymousKey=01a308506a9cf6b84ba2ab0ffe4d03db59a2c364
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Disclaimer  
 
 
Even though we hope this information is helpful, we provide no warranty of any kind, explicit or 
implied. The contents of this report should not be construed as a complete guarantee that the 
contract is secure in all dimensions. In no event shall Certora or any of its employees be liable for 
any claim, damages, or other liability, whether in an action of contract, tort, or otherwise, arising 
from, out of, or in connection with the results reported here. 
 

 
 
About Certora  
 
Certora is a Web3 security company that provides industry-leading formal verification tools and 
smart contract audits. Certora’s flagship security product, Certora Prover, is a unique SaaS 
product that automatically locates even the most rare & hard-to-find bugs on your smart 
contracts or mathematically proves their absence. The Certora Prover plugs into your standard 
deployment pipeline. It is helpful for smart contract developers and security researchers during 
auditing and bug bounties. 
 
Certora also provides services such as auditing, formal verification projects, and incident 
response. 
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